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Software security is like a picket fence; it is only as good as its weakest post.  With advances in network and physical access security, software has become the weakest post.  A major reason for this is the lack of consideration for designing secure software systems from a developer’s perspective.  In the past software security was added only after the system was complete.  Security vulnerabilities were discovered (normally by an attacker) and were then patched by system developers.  This mindset, known as the penetrate-and-patch approach, is ineffective as evidenced by numerous failures in industry.

The solution to ensure secure software is to include security in every aspect of the software development life cycle, most importantly the design phase. Many companies, such as Microsoft, use security teams that work with developers and managers in the design of systems to help improve software security.  This has created an entirely new problem set with how design should be represented.  Consider the analogy of a software system to a building design.  In the past, software was a simple room layout created by developers to meet a set of requirements. With the addition of security analysts, that room layout has turned into a complete building blueprint, equipped with electricity, water, and air conditioning.  This increase in complexity results in a major loss of coherence of the system design.  The focus of this research is to demonstrate how security decisions are represented in the design phase of the software development life cycle thereby simplifying the entire project design for developers, managers, and security analysts.  

Presently, the Unified Modeling Language is the industry standard for designing software systems, but it only contains minimal capabilities for representing security aspects of a system.  This research presents an extension of UML, UMLpac, which enables security features to be easily integrated into UML class diagrams.  This extension makes it possible for security teams to layout security features directly onto the UML class diagram of a system while keeping a level of abstraction between the two.  This approach offers a collection of advantages, a few of which have been summarized below:

1.
Separation between the system class diagram and the system security features through use of security packages creates a level of abstraction between the class diagram and the security features making it easier to focus on just the class diagram, just the security features, or the entire system (both).

2.
Security threats are defined through catalog entries and the corresponding prevention techniques are laid out in the design.  This helps improve clarity and avoids overlooking possible threats.

3.
Inclusion of a risk factor on security packages makes it possible to see a basic overview of system threat areas when looking at the class diagram.

4.
Providing features for showing coding rules in UML design gives security specialists the ability to place secure coding practice reminders in a design for developers.  (This is done through the use of rule security descriptors.)

5.
Compartmentalization of security features in system design is improved by breaking down the security requirements into a collection of categories. 

